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Abstract

We study the problem of generating robust counterfactual explanations for
deep learning models subject to model changes. We focus on plausible model
changes altering model parameters and propose a novel framework to reason
about the robustness property in this setting. To motivate our solution, we
begin by showing for the first time that computing the robustness of coun-
terfactuals with respect to model changes is NP-hard. As this (practically)
rules out the existence of scalable algorithms for exactly computing robust-
ness, we propose a novel probabilistic approach which is able to provide tight
estimates of robustness with strong guarantees while preserving scalability.
Remarkably, and differently from existing solutions targeting plausible model
changes, our approach does not impose requirements on the network to be
analysed, thus enabling robustness analysis on a wider range of architectures,
including state-of-the-art tabular transformers. A thorough experimental
analysis on four binary classification datasets reveals that our method im-
proves the state of the art in generating robust explanations, outperforming
existing methods.
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1. Introduction

Deep Neural Networks (DNNs) have emerged as a groundbreaking tech-
nology revolutionizing several fields ranging from autonomous navigation
[T, 2] to image classification [3] and robotics for medical applications [4].
However, despite remarkable successes, their vulnerability to adversarial at-
tacks [B, 6], i.e., imperceptible modifications to input data that can lead
to wrong and potentially catastrophic decisions when deployed, has raised
crucial safety concerns. Consequently, understanding and explaining the de-
cisions of black-box deep learning models has become a dominant goal in
AT research. In this paper, we focus on counterfactual explanations (CFX),
a popular class of explanation methods that aim to demystify the decision-
making of a DNN by showing how an input needs to be changed to yield a
different, typically more desirable, decision (see [7, [§] for recent surveys).

To understand what makes CFXs useful, consider the widely used ex-
ample of a loan application, where a mortgage applicant represented by an
input x with features unemployed status, 25 years of age, and low credit
rating applies for a loan and is rejected by the bank’s AI. A CFX for this
decision could be a slightly modified input, where increasing credit rating
to medium would result in the loan being granted. Ideally, a counterfactual
explanation should be as close as possible to the original input to ensure that
the changes it suggests are feasible. The approach of [9], showed how this
requirement can be mathematically achieved by generating a counterfactual
as close as possible to the decision boundary of a DNN. However, produc-
ing explanations in this way raises critical concerns about their reliability
(see [I0] for a survey). For example, as illustrated in Figure |1 fine-tuning
the model with additional data can significantly alter its decision boundary,
potentially invalidating previously generated counterfactuals. This sensitiv-
ity to the model changes for the counterfactuals poses critical questions about
the reliability of explanations and long-term usability in dynamic settings.

In particular, recent work has highlighted issues related to the robustness
of CFXs against Plausible Model Changes (PMC) [11], 12], showing that the
validity of CFXs is likely to be compromised when bounded perturbations are
applied to the parameters of a DNN] e.g., as a result of fine-tuning [11], [13], 14}
12, [15]. Consider the loan example: if retraining occurs while the applicant
is working toward improving their credit rating, without robustness, their
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Figure 1: Vignette illustrating the problem of robustness under model changes. A coun-
terfactual explanation is initially generated for a trained model (left). Then, the model is
updated to include new data (right). This step might induce slight changes in the decision
boundary of the model, ultimately invalidating the counterfactual explanation generated
in the first step.

modified case may still result in a rejected application, leaving the bank
liable due to their conflicting statements.

In this paper, we focus on this troubling phenomenon and advance the
state of the art in CFX robustness research in several directions. More specif-
ically, we start by studying the computational complexity of exactly deter-
mining whether a CFX is robust to PMC in §[3] Our result formally shows for
the first time that this is an NP-hard problem, thus providing new insights
into algorithmic developments in this area.

As our hardness results rule out the existence of practical algorithms to
compute the CFX robustness in an exact fashion, we argue that probabilistic
approaches are needed to obtain answers on the CFX robustness under model
changes. Notably, the work by Hamman et al. [15], proposes a probabilis-
tic approach to compute the robustness of CFX under Naturally-Occurring
Model Changes (NOMC)[T Even though both PMC and NOMC notions are
commonly used in the literature, very little is known about their potential
interplay, and whether robustness to NOMC subsumes robustness to PMC
is still unresolved. In § ] we report a complete study of the two notions and
formally prove that these two notions capture profoundly different scenarios.

'In this work, we primarily use the term “model changes”, following the notation used
in recent surveys on the topic [I0]. An alternative term “model shifts”, with similar
meaning, has also been used in related literature, as in [I6]. The two terms will be used
interchangeably throughout.
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As a result, we demonstrate that robustness guarantees given for NOMC do
not directly extend to PMC. Having settled this, in § [f], we present an ex-
tended overview of our APAS | a novel sampling-based certification algorithm
that allows us to determine a provable probabilistic bound on the maximum
shift a CFX can tolerate under PMC. Unlike existing solutions for robustness
under PMC, our approach comes with significantly reduced computational
requirements and does not make any assumption on the underlying DNN,
thus making it applicable to a wider range of architectures, including state-
of-the-art transformer architectures.

To confirm this aspect, in §[6], we present a thorough experimental evalua-
tion analysing the performance of APAS | providing a comprehensive compar-
ison of the proposed approach against several state-of-the-art methodologies
for CFX robustness and different ablation studies. Crucially, we show that
our approach outperforms existing methods on several metrics from the CFX
literature, including validity, proximity, and plausibility.

The paper is structured as follows. In § [J, we cover the related work,
and in § 3, we introduce background notions on computing robust CFXs un-
der model changes. §[3| presents our complexity analysis and offers complete
proof of NP-hardness for both PMC and NOMC. Motivated by this result, in
§ Ml we study existing approaches to generate probabilistically robust CFXs
and analyze their interplay. Then, in § 5] we introduce our method to gen-
erate robust CFXs, APAS | and evaluate it extensively in § [6f The core
contributions of this work can be summarised as follows:

e We prove, for the first time, that determining whether a CFX is robust
to model changes in a deep neural network is an NP-complete problem,
for both existing notions of NOMC and PMC. This finding highlights
the need for further research into probabilistic methods to address this
problem effectively.

e We analyse existing approaches to generate probabilistic guarantees
for CFXs under NOMC and demonstrate that these guarantees do not
extend to PMC.

e We present APAS | a scalable procedure that is able to generate prov-
ably robust CFXs. This approach introduces an iterative algorithm
to generate probabilistically robust CFXs, which are demonstrated to
have superior performance against four robust baselines.
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e To confirm the scalability and effectiveness of our solution, we employ
APAS to certify the robustness of CFXs for state-of-the-art transformer
architectures [I7] employed in tabular data classification. To the best
of our knowledge, we are the first to consider models of this size within
the robust CFX literature [10].

This paper builds upon our previous work[16] with significant extensions.
Specifically, § [3[ non trivially extends the corresponding section in [I6] and
offers a full hardness proof for the problem of deciding robustness of coun-
terfactual explanations under PMC. As a corollary of this result, we are also
able to show the hardness with respect to NOMC, thus providing a rigorous
characterization of the complexity of verifying CFX robustness under existing
notions of model changes. §[4is also extended with a thorough experimental
evaluation, complementing our theoretical findings of [16] and showing that
PMC and NOMC capture very different robustness requirements in practice.
Our experimental analysis in §[6]is also extended considerably. In particular,
we present a novel analysis of the impact that the main hyper-parameters of
APAS can have on the quality of CFXs it generates. Moreover, we demon-
strate the scalability of our approach by presenting new results obtained on
large-scale tabular transformers. To the best of our knowledge, this is the
first time a method for robust CFXs has been shown to scale to state-of-the-
art transformer models. These results complement our previous analysis and
demonstrate the versatility of APAS | as well as its effectiveness in solving
robustness issues in state-of-the-art machine learning models.

2. Related Work

Various methods for generating CFXs for DNNs have been proposed.
The seminal work of [9] framed the task of generating CFXs as a gradient-
based optimization problem and proposed a loss that promotes CFX wvalidity
(i.e., the CFX successfully changes the classification outcome of the network)
and prozimity (i.e., the CFX is as close as possible to the original input
for some distance metric). In addition to these metrics, other important
properties have been highlighted as crucial for the practical applicability of
CFXs. Prominent examples include plausiblity (i.e., the CFX must lie on the
data manifold) [I8, [19] and actionability (i.e., the changes suggested by the
CFX must be achievable by the user in practice) [20]. Differently from these
works, here we focus on the robustness property of CFXs.
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Several forms of CFX robustness have been studied in the literature [10].
Robustness to input changes is the focus of, e.g. [21] 22, 23] 24], 25], where
solutions are devised to ensure that explanation algorithms return similar
CFXs for similar inputs. In another line of work, [26, 27, 28, 29] considered
the problem of generating adversarially robust CFXs that preserve validity
under imperfect (or noisy) execution. Robustness to model multiplicity is
instead considered in, e.g. [19} [30, B1], where CFXs that preserve validity
across sets of models are sought. However, the study of these forms of ro-
bustness is outside the scope of this paper as our focus is on model changes.
Robustness to model changes has been studied in, e.g. [32] [13], 14, 12} [15] [33].
Of these, the approaches of [I1] and [33] are the most closely related to our
work. The former presents an approach to generate robust CFXs under PMS
using techniques from continuous optimization, which is able to guarantee
robustness in the average-case scenario. The latter instead solves the same
problem using abstraction techniques and discrete optimization tools, obtain-
ing robustness guarantees that hold under worst-case conditions. Given their
relevance, both approaches will be considered for an extensive experimental
comparison in § [6]

3. Background

Neural networks and classification tasks. Let X C R¢ denote the in-
put space of a classifier My : X — [0,1] mapping an input x € X to an
output probability between 0 and 1. We consider classifiers implemented
by feed-forward DNNs parameterized by a (parameter) vector § € © C RF.
Given two parameter vectors 0,0 € ©, we refer to the corresponding clas-
sifiers My and My as instantiations of the same parametric classifier Mg.
We assume concrete valuations of 6 are learned from a set of labeled inputs
as customary in supervised learning settings [34]. Once 6 has been learned,
the classifier can be used for inference. Without any loss of generality, we
focus on binary classification tasks, i.e., the classification decision produced
by My for an unlabeled input z is 1 if My(x) > 0.5, and 0 otherwise.

Counterfactual explanations. Existing methods in the literature define
CFXs as follows.

Definition 1. Consider an input x € X and a classifier My s.t. My(z) <
0.5. Given a distance metric d : X x X — Rt a (valid) counterfactual
explanation is any x’ such that:
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= argmin d(z,17)

FEX : My(2)>0.5
Intuitively, given an input x for which the classifier produces a negative
outcome, a counterfactual explanation is a new input z’ which is similar
to x, e.g., in terms of some specified distance between features values, and
for which the classifier predicts a different outcome. Common choices for d
include the ¢; and ¢, norms [9], which will also be used in this work.

Robustness to model changes. Among several notions of robustness,
recent work has placed emphasis on generating CFXs that remain valid under
(slight) changes in the classifier they were generated for. While existing
approaches rely on a diverse range of techniques to solve this problem, they
all share a common understanding of what constitutes a model shift, which
we present next.

Definition 2 (Jiang et al. [12]). Let My and My be two instantiations of a
parametric classifier Mg. For 0 < p < oo, the p-distance between My and
My is defined as d,(Mg, Mg) = ||0 — 0'||,.-

Definition 3 (Jiang et al. [12]). A model shift (w.r.t. a fived p-distance) is
a function S mapping a classifier My into another classifier Mgy = S(Ma)
such that:

o My and My are instantiations of the same Mg,

o d,(My, My) > 0.

Informally, a model shift captures changes in the parameters of a DNN,
but does not affect its architecture. Based on this definition, we can formalize
the robustness property for a CFX as follows.

Definition 4. Consider an input x € X and a classifier My s.t. My(x) <
0.5. Let 2’ be a counterfactual explanation computed for x s.t. Mg(x') > 0.5.
Given a set of model changes A, we say that the counterfactual x’ is A-robust

if S(Mpy)(2") > 0.5 for all S € A.

The definition of a model shift can be specialized to better characterize
how 6 is allowed to change under S. In the following, we report two most com-

monly studied notions of model changes: Naturally-Occurring Model Changes
and Plausible Model Changes.
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Definition 5 ( Hamman et al. [I5] (NOMC)). Consider a classifier My. A
set of model changes A is said to be naturally occurring if for a (randomly)
chosen model change S from A and My = S(My) being the new classifier
obtained after applying S to My the following hold:

o E[My(x)] = My(z); where the expectation is over the randomness of
My given a fixed value of x;

o Var[My(x)] = v,, where v, represents the maximum variance of the
prediction of My (x), and whenever x lies on the data manifold X, v,
15 upper bounded by a small constant v;

o [f My is Lipschitz continuous for some vy, then Mgy (x) is also Lipschitz
continuous for some 7,.

Broadly speaking, a naturally-occurring model shift allows the application
of arbitrary changes to # as long as the resulting model remains part of a class
of models that are expected to have the same behaviour. This is in contrast
with the notion of plausible model shift [I1], [12], which requires changes to
be bounded.

Definition 6 (Jiang et al. [12] (PMC)). Consider a classifier My and a
new classifier Mg = S(My) obtained after applying a model shift S to M.
Given some 6 € R.g and 0 < p < oo, S is said to be plausible (w.r.t. the
choice of parameters § and p) if d,(Map, S(My)) < 9.

Therefore, for any choice of parameters p, , and any instantiation My of
a parametric classifier Mg we define the set of PMC A, obtained by consid-
ering all changes S that satisfy Definition[6] i.e. A = {S | d,(My, S(My)) <
d}.

In the following, we will refer to any instantiation My of Mg which is
obtainable by applying a model change in A to My as a realisation of A.
Moreover, whenever it is not explicitly specified, we will tacitly assume that
the underlying distance d,(-,-) is the co-norm.

Jiang et al. [I2] proposed to reason about robustness under PMC using
an Interval Neural Network (INN) [35] as an intermediate representation.

Definition 7. An interval neural network I is a neural network where on
each edge e is associated with an interval I, = [a.,be]. A realisation of the
INN T is a neural network having the same topology of Z and such that the
weight w, on edge e satisfies w, € I, i.e., it 1s taken from the interval
associated to the same arc in L.
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Jiang et al. [12] exploits the fact that the interval weights of an INN
allow to represent an over-approximation of all the possible models obtain-
able under a set of PMC A, thus providing a compact representation of the
problem. Similarly, in our work, we use the INN representation to model
the PMC concept. However, instead of analysing the robustness of counter-
factual explanations through the entire INN, we focus directly on reasoning
regarding the potential realisations within the set A. This results in several
computational improvements as we will discuss in section [5]

In this section, we study the computational complexity of deciding whether
a given counterfactual explanation is robust in the presence of model shifts.
Our aim here is to better understand the computational challenges arising
from this problem and to use these results to guide the development of novel,
more efficient certification procedures. Without loss of generality, we first fo-
cus on PMC and show the NP-hardness of verifying CFX robustness with
respect to this definition of model changes. Later, we show that the set of
PMC used by our reduction also constitutes a set of NOMC, which implies
that CFX robustness is, in general, also hard to verify with respect to NOMC.

Deciding whether for a given My a CFX 2’ is robust with respect to a
set of PMC A requires to check if, for at least one model shift in A, there
exists a realisation My which classifies CFX 2’ differently from My, i.e.,
My (z) < 0.5 < My. This question is encoded in the following problem.

DISTINCT-REALISATIONS PROBLEM (DRP)

Input: an instantiation My, of a parametric classifier Mg, an input
x such that My, (z) > 0.5, and a set A of PMC.

Output: yes <= there exists an instantiation My, of Mg which is
a realisation of A and such that My, (z) < 0.5

To prove the hardness of the problem, we show a reduction from a simple
variant of 3-SAT, which we refer to as 3-NAF-SAT.

3-NOTALLFALSE-SAT (3-NAF-SAT)

Input: a 3-CNF ¢ such that the assignment of all false values is not
satisfying, i.e., ¢(false, false, ..., false) = false.

Output: yes <= there exists an assignment a such that ¢(a) = true.
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The N P-completeness of 3-NAF-SAT immediately follows from the NP-
completeness of 3-SAT. We provide a proof of this fact for the sake of self-
containment of the paper.

Theorem 1. 3-NAF-SAT is NP-complete.
Proof. We show a reduction from 3-SAT. Let ¢ be a 3-CNF formula over

n variables x1,...,z,. Consider the 3-CNF formula ¢ over n + 1 variables
defined by ¢ (1, ..., Tn, Tns1) = V(T1, ..., Tp) A(Tpa1 VTpi1 V Tyyq). Clearly
for the assignment a such that a; = false for each i = 1,...,n + 1 we

have ¢(a) = false, hence ¢ is a proper instance of 3-NAF-SAT, which is
obtainable in polynomial time from the instance v of 3-SAT. Moreover, a =
(@1, ...,an,an+1) is a satisfying assignment for ¢ if and only if a, 41 = true
and ¥ (aq, . ..,a,) = true, i.e., if and only if aq, . .., a, is satisfying for ¢». [

Theorem 2. Deciding DRP is NP-complete.

Proof. The inclusion of DRP in NP is trivial. A certificate is a My, which is
of the same size as My, , hence polynomial in the input size. The verification
of such a certificate, consists of a forward propagations of = through My, in
order to check that My, (z) < 0.5. This is clearly doable in time polynomial
in the size of the classifier, i.e., polynomial in the input.

For the hardness of DRP we show a reduction from 3-NAF-SAT. In
particular, we show that there is a § € (0,1] such that, given a 3-CNF
formula ¢, not satisfied by the all-false assignment, we can construct an INN
7 whose edge intervals are all of the width 20 and an input x such that

1. for My, being the DNN with the same topology of Z and such that for
each edge e the weight w, is taken as the central point of the interval
assigned to e in Z, we have My, (z) > 0.5;

2. ¢ is satisfiable if and only if there exists another DNN My, which is
also a realisation of Z and such that My, (z) < 0.5.

Note that we are using the INN Z to represent both the parametric clas-
sifier Mg and the set of PMC A, consisting of all the possible DN N being
a realisation of Z.

We start by analysing several gadgets that will be used as building blocks
of Z. These gadgets are shown in Figures [2] [3] [, Bl

Lemmas provide the key properties of such gadgets which will be used
in the reduction. The parameter ¢ is a number in (0, 1) whose value will be
fixed by the analysis.

10
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( ) [-8, +6] [1/5-25,1/5] @

Gen(y) =

Figure 2: Generating-gadget. The input to this gadget is the constant 1 represented by the
leftmost node. The output is the value x computed in the rightmost node, that depends
on the weights chosen in the intervals on the two edges.

from
generating
gadget

Figure 3: Discretizer-gadget. The only non-constant input is the value computed in the
node labelled x. The output is the value computed in the node labelled g.

Lemma 3 (Generating-gadget). The value x computed in the leftmost node
of the Generating-gadget in Fig. @ satisfies x € [0, 1].

Proof. The value computed by the first node satisfies A € [0, d]. Hence, since
x = max{0, A - w} with w € [§ — 26, ] we have x € [0, 1]. O

Lemma 4 (Discretizer-gadget). Consider the Discretizer-gadget in figure @
with x being the the leftmost node of a Generating-gadget, i.e., the corre-
sponding value satisfies x € [0,1]. Then, for the value § the following holds:

1. ify>1—06 then x € 0,6] U1 —0,1];

11
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2. if x € {0,1} then there are possible choices of the weights yielding
y=1;

3. if y#1 then x ¢ {0,1}.

4. y € [0,1].

Proof. The claims are a direct consequence of the following observations (re-
fer to Fig. |3| for the notation):

(a) if x € (0,1 —10) the A=0and B =0, hence g € [(1—9)(1—25),1—4].

(b) if0 < x < then B=0and A € [max{0,0(1—-20)—0(1+20)},0—x] C
[0,0). Hence

gell=0)(1—20),(1=0)+ (5 —x)] € [(1-0)(1—-20),1).

(c) if (1—6)<x<1then A=0and B € [max{0,(1 —0)(1 —25) — (1 —
N(1+20)},x—(1—9)] C[0,0). Hence,
gel1-0)1-20),(1-0)+x—(1—=0]C[(1—0)(1—24)1).

(d) if x =0 then B=0and A € [§(1 — 26), 6], hence
g€ [0(1—20)* + (1 —9)(1 —26),1].

In particular, for the realisations of Z where the weights on the topmost
edges and on the bottommost edge are chosen to be 1 we have § = 1.

(e) if x = 1then A =0and B € [max{0, (1—-2)—(1+26)(1-9), 6] = [0, 9],
hence

§E[(1—6)(1—20),(1—08)+06] =[(1—6)(1—20),1].

In particular, for the realisations of Z where all the weights on the edges
are chosen to be the maximum possible value, we have y = 1.

Item [1}in the statement follows directly from (a). Item [2|in the statement
follows from (d) and (e). Item [3|in the statement follows from (b) and (c).
Finally, Ttem [4] follows from the (a)-(e). O

Lemma 5 (Negation-gadget). With reference to the Negation-gadget in F: z'g.
for any 0 < 6 < \/76 —1, and x € [0,0] U [1 =4, 1], the following holds:

12
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Gadget Conjunction,
used for the sum of Discretizers outputs yy...y,,
and logical AND of Clause outputs ¢4...c,,

Figure 4: LOGICALPORTS

1. 7x €[0,0] <= x€[l-41];

2. 7x €[1-35—-20%1] < x€]0,4].

3. if x € {0, 1} then there is a choice of the weights of the Negation-gadget
such that =y = 1 —x. In other words, if the input value is binary, then
there is a choice of the weights such that the Negation-gadget computes
the boolean NOT of the input x.

Proof. We have —x = max{0,wy — |wy|x} where wy € [—1 — 2] and wy €
[1 — 20, 1]. Therefore

(i) if x € [0,4] it follows that
—x € [(1—26) —§(14+20),1—0] = [1 — 35 —26° 1];
(i) if x € [1 —0,1] then
—y € [max{(1 — 26) — (1+26),0},1— (1 —4)] = [0,4].
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Moreover, because of the hypothesis 0 < § < \/76 — 1, we have that 1 — 30 —
262 > § and
[1—35—26%,1]N]0,0] =0,

which implies that the implications hold also in the opposite direction.
For the third claim of the lemma, it is enough to consider the weight in
the associated interval for each edge whose absolute value is equal to 1. [

Lemma 6 (Clause-gadget). For the Clause-gadget in Figlj, the following
holds: Let 0 < 6 < 15, and for eacht = 1,2,3, let ﬁ,[ﬂ € [0,0]U[1—35—262, 1]
We have that,
1. ¢; € 10,58 + 66%] if and only if for all t = 1,2, 3, di] € [0, 4],
2. ¢; € [1 — 55 — 8% — 46%,1] if and only if there ist € {1,2,3} such that
AT e [1— 30 —262,1).
3. if for eacht = 1,2, 3, &[f] € {0,1} then there is a choice of the weights
of the Clause-gadget such that ¢; € {0,1} and ¢; = 0 if and only if
f[f] = 6[2i] = ﬁg} = 0. In other words, if the input values are binary, then
there 1s a choice of the weights such that the Clause-gadget computes
the boolean OR of the inputs 4”.

Proof. Consider a realisation of the Clause-gadget. Let us denote by wl the
weight taken from the interval on the edge connecting EE] to A. Moreover,
let w; denote the weight taken from the interval on the edge connecting the
fixed value node 1 to A. Let wy be the weight taken from the interval on
the edge connecting the fixed value node 1 to the output node of the gadget.
Finally, let w4 be the weight taken from the interval associated with the edge
connecting the node A to the output node of the gadget.

(i) Ifforallt = 1,2,3, it holds that E,[f] € [0, ¢] then, using A = max{0, w;—
5% JwEeY, we have that A € [max{0,1 — 25 — 35(1 + 26)},1] C
[1 — 50 — 662, 1]. Since ¢; = max{0, wy — |wa| - A}, we have

¢ € [max{0, (1 —25 — (1+20)},1— (1 —55 —652)] C [0,55 — 657].

This shows the sufficiency of the condition in the first item of the
statement.

2Note that this corresponds to the case when E,[f] is either the output —y of a Negation-
gadget or the output y of a Generating-gadget such that § > 1—4¢
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(ii) Assume there exists € {1,2,3} such that 67[;] € [1—36—2621]. Then

A = max{0,wy = 6] + 3 w6},
tAL

It follows that
A >max{0,(1 -20) —(14+2§)-1-2(1+25) -1} =0,

and

A < max{0,1-1:(1-36—26%)—2-(1)-(0)} = max{0,1—(1-35—26%)} = 35+24°.

Hence A € [0, 38 + 26?]. Therefore,

¢ € [max{0, (1—-26)—(1+26)(36+26%)}, max{0, 1—(1)-0}] = [1-55—85>—45> 1].

This shows the sufficiency of the condition in the second item of the
statement.

Finally, because of the assumption § < % we have that 50 — 602 < 1 — 56 —
802 — 443 hence

(0,50 —66%) N [1 —56 — 86% — 4%, 1] =0,

which implies that the conditions in both items of the statement are also
necessary.

For the third claim of the lemma, it is enough to consider the weight in
the associated interval for each edge whose absolute value is equal to 1. [

Lemma 7 (Conjunction-gadget). Consider the Conjunction-gadget in F@'g.

Let nn denote the output of a Conjunction-gadget whose inputs are the
values 11, ..., Y, output by the n Discretizer-gadgets, with input X1, ..., Xn,
respectively, such that x; € [0, 1].

Let ¢ denote the output of a Conjunction-gadget whose inputs are values
Cly .-y Cm. Assume also that for each i = 1,...,m, ¢; is the output of a
Clause-gadget whose inputs are either the output x; of a Generating-gadget
or the output of a Negation-gadget whose input is the output of a Generating-
gadget.
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1. If n > n—0 then for each i =1,... ,m it holds that y; € (1 —9,1], and
Xi € [0,0]U[1—4,1].

2. If ¢ > m — (50 + 8% + 463) then for each i = 1,...,m it holds that
¢i € (1 — (50 + 8% + 46%),1].

Proof. The first claim follows from Lemma [l In particular, by Lemma [4]
the condition on the values x; implies g; € [0, 1]. Moreover, by 7 > n — 0, it
follows that for each i we have g; > 1 — 0. Again, by Lemma [ this implies
that x; € [0,0] U [1 — 0, 1].

For the second claim, we first observe that the hypotheses on the Clause-
gadget whose outputs are the values cy, ... c,,, imply that the input to such
gadgets satisfies the hypotheses of Lemmal6] Therefore, for eachi =1,...,m,
it holds that ¢; € [0,50 + 662 U [1 — 55 — 852 — 463, 1]. It follows that, if & >
m—>50—85%2—463 for each i = 1,...,m, it holds that ¢; > 1—-56—85%—4463. [

Figure 5: End-gadget

Lemma 8 (End-gadget). Consider the End-gadget in Fig.[5]). For any choice
of edge weights, it holds that if z < 1/2 then

e n>n—9;

o &> m— (56 + 852+ 45%).
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Proof. We have that
1 .
zzmax{o,n+m+§—6—n—c}.

We show that if one of the inequalities in the statement is violated, then
z>1/2.

Suppose that n < n — §. Then, since ¢ < m, it follows that z > n+m +
1/2—0—n+d—m=1/2.

Suppose now that ¢ < m — (5§ + 82 +46%) < m —§ = m — 4. Then, since

n <mn, it follows that z >n+m+1/2—6—n—m+3J=1/2. O
@ (x1,x2,x3) = (x1 v x2 vV x3) A (-x1 v x2v -x3) A
Disc | Y1

Disc =]

Gen(xq) %
3

L, Disc
1
4
Gen(x,) X
Clause 4 (o)
2
3
Neg
Gen(xs) |43 !
C
\ Clause2 2
Neg |~ X3

Figure 6: A complete example of the reduction on a simple formula, with n = 3 variables
and m = 2 clauses. All the interval weights not explicitly given are [1 — 24, 1]

The reduction R : ¢ — I® = (M 2% A?). Fix a 3-CNF ¢(z1,...,2,),
such that ¢(a) = false, for the assignment a = (false,..., false). Fix a
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positive rational number § < % Consider the INN Z = Z% built as follows
(refer to Fig. @ for an example of this construction):

1. For each variable x; add to the network a copy of the Generating-gadget

(and refer to it as Gen(x;)) and a copy of the Discretizer-gadget (and
refer to it as Disc;).

. For each i = 1,...,n, connect Gen(x;) to Disc; by identifying the

output node y; of Gen(y;) with the non-constant input node y of Disc;.
Refer to the output node/value of Disc; as g; (see also Fig. |3)).

. For each clause C; = ()\gj) v )\éj) v )\gj)) (j =1,...,m) of ¢ add a

Clause-gadget, henceforth referred to as Clause;. For each t = 1,2, 3,

o if /\,Ej ) corresponds to the positive variable x; then create a connec-
tion so that the input of Clause; that is labelled £§J )is the output
X; of the generating Gen(;) associated to x;.

o if )\l(tj ) corresponds to the negated variable —x; then make a connec-
tion so that the input of Clause; that is labelled eﬁj ) is the output
of a negation gadget, and the input of such negation gadget is the
output x; of the Generating-gadget Gen(x;).

. Add a conjunction gadget such that its inputs are the outputs ; (i =

1,...,n) of the Discretizer-gadgets. Let 1 denote the output of such
conjunction gadget.

. Add a conjunction gadget such that its inputs are the outputs c;

(¢ =1,...,m) of the Clause-gadgets. Let ¢ denote the output of such
conjunction gadget.

. Finally, add an End-gadget (Fig. [5) and connect it to the rest of the

network by making the output 7, ¢ of the above conjunction gadgets
(defined in items , coincide with the End-gadget inputs marked
with n and ¢, respectively.

The above construction defines the topology of the DNN, representing the
parametric classifier Mg. The classifier ./\/lg)1 is chosen to be the realisation
of Z? obtained by setting the weight on each edge e to the middle point of
the interval associated to e. Such a classifier takes as input x a vector whose
components are

e the value in the leftmost node of each Generating-gadget. In the input

2¢ defined for our reduction these values are set to 1 as in Fig[f];

18



413

414

415

416

417

418

419

420

421

422

423

424

425

426

427

428

429

431

432

433

434

435

436

437

438

440

441

442

e the values in the first (top) and the two last (bottom) nodes in each
Discretizer-gadget. In the input z® defined for our reduction these
values are set to 6, (1 — 6), and (1 — ), respectively as in Figl3}

e the values in the lowest node of each Clause-gadget. In the input z?
defined for our reduction these values are set to 1 as in Fig[d}

e the values in the lowest node of each Negation-gadget. In the input z?
defined for our reduction these values are set to 1 as in Fig[d}

e the values in two bottom nodes of the End-gadget. In the input z%
defined for our reduction these values are set to n + m and % — 0,
respectively, as in Fig/p

Finally A? is defined as the set of realisations of Z.

It is easy to see that by fixing the value § so that it can be encoded
by number of bits polynomial in the size of ¢, the instance I can be
constructed from ¢ in polynomial time, since each gadget has a constant
size, the number of gadgets is polynomial in the size of the formula, and the
input vector x can be described by a number of bits polynomial in the size
of § and the size of Z°.

We first prove a lemma that characterises realisations of Z such that the
output of each x; is binary.

Lemma 9. The following two claims characterise the realisations of T such
that for each i =1,...,n, it holds that x; € {0, 1}.

1. Fiz a truth assignment a such that ¢(a) = false. For any realisation
My of T such that for eachi =1,...,n it holds that x; = 0 if a; = false
and x; = 1 if a; = true it holds that Mg(z) > 3.

2. Fiz a truth assignment a such that ¢p(a) = true. Then, there exists a
realisation My of L such that for each v =1,...,n it holds that x; =0
if a; = false and x; = 1 if a; = true, and My(x) < %

Proof. We show the two claims separately.

1. For the first claim, we observe that
(a) n <mn.
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(b) Since ¢(a) = false, there exists i € [m] such that the assignment
a makes all the hterals in the ¢th clause to be false. We also have
that the values @ s, input to the clause gadget encodmg the ith
clause, will satisfy E[l € [0, §]—in particular, we have ét =x;=0
if the literal corresponds to some variable z; = false; and, if the
the literal correspond to the negation of some variable z; = true,

hence 4“ = —x; with x; =1 and by Lemma —x; € [0,9].
Therefore, by Lemma @, we have ¢; € [0,50 + 652]. Tt follows that
¢<m—o and

1 1 1
zzmax{0,§—5+n+m—fz—é}25—5+n+m—n—m+5:§

. For the second claim, consider the realisation obtained by setting the

weights as follows:

e in the i-th generating gadget (the one associated to x;) the weights
are chosen in order to have output y = 1 if a; = true and xy = 0
if a; = false;

e in all the other gadgets, the weights are set to the value w such
that |w| = 1.

Because of the correspondence a; = true — x; = 1 and a; = false —
X: = 0, by Lemmal4] we have g; = 1 for each i = 1,...,n. Hence n = n.
Because of the choice of the weights being all of the absolute value one,
it is also easy to see that, interpreting true as 1 and false as 0, for each
1=1,...,mand t =1,2,3, we have an exact correspondence between
the truth Value assigned by a to the tth literal of the ith clause and
the value E . Hence, by the assumption that ¢(a) = true, we also have
that ¢; = 1 for each i = 1,...,m. It follows that ¢ = m

Therefore,

1 1 1
z:max{O,§—5+n+m—ﬁ—é}:5—5<5

O

Let My, be the realisation of Z obtained by setting the weight on each
edge e to the middle point of the interval associated to e. Let a be the
assignment for ¢ such that a; = false for each @ = 1,...,n. Therefore, My,
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wo coincides with the realisation of Z such that for each ¢ = 1,...,n it holds
mo that x; = 0 and the hypotheses of Lemma [J] are satisfied Hence, by Lemma
an @, it holds that My(z) > 3. We have shown the following.

sz Lemma 10. For each instance ¢ of 3-NAF-SAT, the reduction R produces
a3 in polynomial time a proper instance (Myg,,Z,x) of DRP.

ara In order to complete the proof of the Theorem, the following remains to
a5 be shown.

w6 Lemma 11. The formula ¢ is satisfiable if and only if there is a realisation
i Me, of I, such that My, (x) < 3.

as Proof. The sufficiency of the condition directly follows from the second claim
s of Lemma [0, which shows that: If there exists an assignment a such that
s P(a) = true then there is a realisation My, of I, such that M, (z) < 3.

481 Let us now focus on the other direction. Assume that there is a realisation
w2 My, such that My, (z) < 3. By Lemma , it follows that for the realisation
483 M@Z(ﬁ) it holds that n >n —9 and ¢ > m — (55 + 8(52 + 453)

44 Then, by Lemma[7] it follows that

485 1. foreachi =1,...,nit holds that g; € (14, 1], and x; € [0, §]U[1—4, 1];
486 2. for each i = 1,...,m it holds that ¢; € (1 — (50 + 80 + 44%), 1].
w7 These two conditions together with 6 < 1/12 imply, by Lemmas , and @,

s that for each i = 1,...,m, there is t € {1, 2,3} such that one of the following
a0 holds

490 1. &[f] € [1 — 36 —26% 1] and 4” coincides with some output —y; of a

491 negation-gadget, and the input value satisfies x; € [0,0]; moreover by
492 construction, then literal )\][f] is —x;;

403 2. &[f] € [1—4,1] and E,[ﬂ coincides with some output x; of a generating-
a0 gadget, whence by construction, then literal /\y] is x;

Let a = (ay,...,a,) be the truth assignment defined by

true if x; >1-9
a; =
false if x; <.

a5 Then, for each clause i = 1,...,m at least one literal is set to true, and
496 gb(a) = true. O
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The proof is complete. O

From Theorem [2] it follows that deciding whether a CFX 2/ is not robust
to a set of PMC A is NP-complete. We now show that the above reduction
can be used to prove the NP-completeness of deciding robustness with respect
to a set A of NOMC models. In particular, we have the following:

Theorem 12 (Hardness of DRP for NOMC). Given classifier My, , an input
z and a set A of NOMC, deciding whether 3 Mg, € A s.t E[My,(z)] < 3 <
My, (z) is NP-complete.

Proof. The proof of the inclusion in NP is analogous to the one of DRP for
PMC models.

For the hardness, we use again a reduction from 3-NAF-SAT: given a
3-CNF ¢ that is not satisfied by the all-false assignment, build an interval
neural network exactly like in Theorem [2| but for one difference consisting in
the interval of weights on the first edge of the Generating-gadget, which are
now set to [0,24] as in Fig. [7]

. [0, 26] . [1/6 — 26,1/6] .

Figure 7: Generating-gadget used in this proof.

We denote by Zyone this interval neural network. obtained from this
reduction starting from a 3-CNF ¢. Note that the new generating-gadget
can also produce any value in [0, 1]. More generally, we have the following
important remark.

Remark 1. Lemmas[3{§ also hold for the interval neural network Inonc-

We define My, to be the realisation of Zyoyc obtained by setting the
weight on each edge e to the middle point of the interval associated with e.
The input value x is defined as in the proof of Theorem 2l We also let A to
be the set of realisation of Zyxonc.

From the above remark and the proof of Theorem [2 it follows that the
3-CNF ¢ has a satisfying assignment if and only if there exists a realisation

My, in A such that My, (x) < 0.5.
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Then, in order to complete the proof, we only need to show that My, (x) >
% and A properly defines a set of NOMC for My, (Def. , which we recall
here for readability purposes:

1.

2.

E[My(z)] = My, (z); where the expectation is over the randomness| of
Me;

Var[My(z)] = v,, where v, represents the maximum variance of the
prediction of My(x), and whenever z lies on the data manifold X, v,
is upper bounded by a small constant v;

If My, is Lipschitz continuous for some ~;, then My is also Lipschitz
continuous for some 7.

For a (random or fixed) realisation My of Zyonmc and a node v, let
us denote by 1y the value computed in the node v by My on input x. In
accordance with the analysis in Theorem [2| we assume 6 = 1/12.

To show that Mg, (z) > 1 and that A satisfies property 1 for being a set
of NOMC, we prepare the following.

Lemma 13. Let My be a random realisation of Inoyc. It holds that

1.

7.

for the output node x of each Generating-gadget, we have Elxq] = x9, =
L _ 52
5 )

. for the the output node —x of each Negation-gadget we have E[-x] =

—Xo, = 3 — 36 + 6% + 0%

. for the the output node y of each Discretizing-gadget we have E[g,] =

?)01 =1-9¢
for the output node ¢ of each Clause-gadget we have Elcg] = ¢y =1—106

. for the output node ¢ of the Conjunction-gadget collecting the outputs

of the Clause-gadgets we have E|cy] = ¢o, = m(1 — 4)?

. for the output node n of the Conjunction-gadget collecting the outputs

of the Discretizing-gadgets we have E[ng] = ng, = n(1 — §)?

for the output node z of the End-gadget, we have E[zg] = zg, > 3.

Proof.

3In our case this is a random realisation of Inonc, i.e., a realisation of Zy oy cobtained
by independently choosing the weight on each edge sampling uniformly at random from
the interval associated to that edge.
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1. Let wq,wy denote the weights on the edges of the Generating-gadget,

respectively, in order from left to right. Because of the independence
of the choices of the weights of the random realisation My, we have

E[xs] = E[w2]E[Ag] = E[wy]E[w,] = (% - 5) § = % — 6%

It is immediate to verify that this value is equal to xy,.

. Let wy,ws denote the weights on the top edge and the bottom edge,

respectively, of the Negation-gadget. Using 1. the independence in the
choice of the weights, and the fact that with § = % the argument of
the ReLLU is always non-negative, we have that

E[=xo] = Elxo] - E[wn] + E[w,].

The claim then follows by the fact that the expected values of the
weights are given by the middle point of the intervals from which they
are respectively taken.

. Item 1. and the first claim of Lemma , together with 6 = 1/12 imply

that both for a random realisation and for the realisation My, , the
(expected) values computed in nodes A and B of the discretizing-gadget
are both 0. Hence, we have E[y] = E[wy], where w denotes the weight
on the lowest edge of the gadget. By noticing that this expected value
is equal to the middle point of the interval, we have the desired result.

. Because of 1. and 2. we have that the expected value (as well as the

value computed by My, on z) of the input nodes Ef] of each clause-
gadgets are from the set {3 — 6%, 3 — 26 + 62 + 6%} It follows that the
argument of the ReLU function computed in the node A is negative.
Hence, we have E[c] = E[wy], where w denotes the weight on the lowest
edge of the gadget. Again, noticing that this expected value is equal
to the middle point of the interval gives the desired result.

. For a realisation My let wy,; denote the weight on the ith edge (counting

from top to bottom) of the conjunction-gadget collecting the outputs of
the Clause-gadgets, and ¢y, the output value of the ith clause gadget,
as computed by My on input z. Then, we have

m

Eég) = > Elco,] - Elwy,]-

i=1
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The results follow from 4. and the fact that the expected value of a
uniformly sampled weight is equal to the middle point of the interval
from which it is taken.

6. The proof of this point is analogous to the proof of 5.

7. For arealisation My let wy; denote the weight on the ith edge (counting
from top to bottom) of the End-gadget. We start by observing that
from the results of the previous points, it follows that the argument of
the RELU function in node z is always non-negative. Hence, we have

E[Zg] = E[ﬁg] 'E[w971]+E[59] -E[wm]—l—(n—l—m)-E[wg,g]—i— <% — 5) ']E['LU@A]

Then, the equality E[zg] = 25, in the claim follows again from the fact
that the expected values of the weights of a random realisation are
equal to the middle point of the interval, i.e., the value of the weight
on the edge in the realisation Mpy,. The inequality in the claim follows
from Lemma [§ since, with § = 1/12, it holds that n(1 — §)* < n — .

]

Claim 7 of the lemma directly implies that the first property of an NOMC
is satisfied by A, i.e., E[My(x)] = My, (x). The same claim also proves that
My, (z) > %

For the second property, namely Var[Z(z)] = v,, we use the uniform
continuity of the function computed by the realisations of Zyoasc, which is a
direct consequence of being linear combinations of RELU functions which are
Lipschitz continuous functions, hence uniform continuous. By the Extreme
Value Theorem (see, e.g., [30, Thm. 4.16]) any realisation of Zyone will be
bounded and achieve its minimum and maximum on the compact domain,
and thus the variance will be indeed bounded.

Finally, the last property follows from the fact that the linear composition
of Lipschitz continuous operations (ReLU) is also Lipschitz continuous, which
is indeed the case of any realisation of Zyonc. O

Summarizing, we have shown the following.

Corollary 14. Given a model My, a CFX 2’ and a set of either NOMC or
PMC model changes A, the problem of verifying the A-robustness of x’ is
NP-complete.

25



597

598

599

600

601

602

603

604

605

606

607

608

609

610

611

612

613

614

These hardness results motivate the introduction of novel approximate

solutions to estimate the robustness of a counterfactual under a set of PMC
A.

4. Probabilistic Guarantees for Existing Notions of Model Changes

As we have established in the previous section, exact methods for com-
puting robustness under model changes are bound to lack scalability. This
motivates the design of approximate and/or probabilistic approaches to solve
the problem. Previous work by Hamman et al. [I5] presented an approach
to obtain counterfactual explanations that are probabilistically robust under
NOMC. A natural question that arises then is whether guarantees obtained
for NOMC also transfer to the PMC setting. As we show for the first time
below, this is not the case in general.

Lemma 15. Naturally-Occurring model changes may not be Plausible, and
vice-versa.

Proof. Consider the DNN M, depicted in Fig. [§] (a) with two input nodes,
one hidden layer with two ReLLU nodeﬂ and one single output. The param-
eters 0 = [wy,...,wg] are the weights on the edges listed top-bottom and
left-right.

Figure 8: (a) The model My used as an example to prove the lemma. (b) An interval
neural network representing the realisations that can be obtained from My considering a
set of PMC A with § = 0.3.

Propagating an input vector z = [z, zo]” through My, we obtain My(z) =
y = ws - max{0,w; - x1 + 9 - w3} + we - max{0, wy - 1 + x2 - w4 }. Now assume

4In this proof, we consider a DNN with only ReLU activation functions. However, we
notice that it is possible to have a similar counterexample even with other activations,
e.g., Tanh, Sigmoid.
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an input vector x = [0.9,0.9]7 and weights w; = 1,ws = 0,w3 = 0,wy =
0.6,ws = 1,wg = —1. The corresponding output generated by the DNN is
My(z) = 0.46. A counterfactual for = could be given as a new input vector

= [1,0.8])7, for which we obtain My (z’) = 0.52 > 0.5. Now, following Def-
inition [0, we consider a set of plausible model changes obtained for 6 = 0.3.
This can be captured by defining on each weight w; the corresponding inter-
val in [w; — 0, w; + ¢] depicted in Fig. |8 (b) that represents the set of all the
possible models obtained from My, replacing each w; with a weight in the
interval [w; — d,w; + 6]. We then have that the expected result of a model
My sampled uniformly from such a set satisfies:

E[My (2')] = Elws] - E[ReLU(x1 - wy + z2 - w3)] +
E[wg] - E[ReLU(z1 - wy + 3 - wy)]
= EI[[0.7,1.3]] - Elmax{0, z; - [0.7,1.3] +
zy - [—0.3,0.3]}] + E[[-1.7,—-0.3]]:
Emax{0, z; - [-0.3,0.3] + 25 - [0.3,0.9]}]
> (.52 75 M@(ZL‘/)

Definition [f|states that a model change is naturally occurring if E[Mg (z)]
My(x). This implies that A contains models that cannot be characterized
as naturally occurring model changes. Vice versa, the existence of Naturally-
Occurring model changes not being plausible is implicit in the definition, and
for the sake of completeness, we provide an example network in Fig. [9

Consider a DNN having a single input value x and a single parameter
and computing the function My(z) = ReLU(0.5—ReLU(z — 0))

Figure 9: The DNN considered in this proof
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Table 1: Empirical evaluation across model perturbations of increasing magnitude § and
different sample sizes n.

Credit Spam News
n = 1000 n = 10000 n = 1000 n = 10000 n = 1000 n = 10000
Avg diff. Rej. (%) Avgdiff. Rej. (%) Avgdiff. Rej. (%) Avgdiff. Rej. (%) Avgdiff. Rej. (%) Avgdiff. Rej. (%)
§=0.05 0.008 90 0.022 90 0.018 50 0.017 70 0.034 70 0.033 80
=01 0.017 100 0.047 100 0.034 100 0.035 100 0.064 80 0.063 100
=02 0.046 100 0.086 100 0.0748 90 0.064 100 0.127 90 0.141 100
§=03 0.110 100 0.140 90 0.121 100 0.087 100 0.207 90 0.173 100

Fix a data set X and let # = max,cy x. Let us consider the set of model
changes ¥ = {S, | 7 € R,} defined by S,(My) = My,,. Clearly for any
7 > 0, we have

M ip(z) = My(x) = 0.5,

for any x € X. This trivially implies that Y is a set of naturally occurring
model changes (all changes considered have exactly the same value in all
points in X).

The claim now follows by observing that there is no finite § such that the
corresponding set of plausible model changes A = {S | d,(My, S(My)) < 4}
contains ..

O

Lemma shows the existence of witnesses proving that Definition
(NOMC) and Definition [6| (PMC) may capture very different model changes
in general. To complement this observation, we also ran experiments to
determine how often these definitions disagree empirically. In particular, we
considered three binary classification datasets commonly used in Explainable
Al

e the credit dataset [37], which is used to predict the credit risk of a
person (good or bad) based on a set of attributes describing their credit
history;

e the spambase dataset [38] is used to predict whether an email is to be
considered spam or not based on selected attributes of the email;

e the online news popularity dataset [39], referred to as news in the fol-
lowing, is used to predict the popularity of online articles.
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We trained a neural network classifier with two hidden layers (20 and 10
neurons, respectively) for each dataset and used a Nearest-Neighbor Counter-
factual Explainer [40] to generate counterfactual explanations for 10 different
inputs. After generating a counterfactual, we produce n different perturba-
tions My of the original neural network My for n € {1000,10000} under
plausible model change with A € {0.05,0.1,0.2,0.3}. We then considered
two measures:

e average difference in output between My and My, for each of the n
model My and across all CFXs;

e for each counterfactual, we perform a one-sided t-test to check whether
the average prediction generated by n models My equals the original
prediction of My. We report the percentage of CFXs for which the null
hypothesis was rejected (p-value used 0.05).

Table [1] reports our results. We observe that the requirement that the
expected output of perturbed models remains equal to the original predic-
tion is often violated. These results complement the result of Lemma [15]
confirming that the two notions indeed capture two different settings in gen-
eral. In particular, our results show that (probabilistic) methods devised for
NOMC may fail to guarantee robustness under PMC, thus motivating the de-
velopment of dedicated approaches for probabilistic guarantees under PMC.
Indeed, having clarified the relationship between the two notions of model
changes, in the following, we focus on certification approaches for robust-
ness under PMC, presenting a novel approximate solution with probabilistic
guarantees.

5. Robustness under PMC with Probabilistic Guarantees

Jiang et al. [12] B3] proposed to use INNs to enable a compact represen-
tation of a superset of the models that can be obtained by a perturbation
of the starting model under a set A. By exploiting an exact reachable set
computation method, e.g., based on MILP [41], the authors could determine
whether or not a CFX is robust under the chosen A via a single forward
propagation of the CFX. However, in view of the NP-hardness of the prob-
lem discussed in the § [3| and the typical non-linear nature of the classifiers,
it presents some computational limitations.
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Figure 10: Visual representation of the possible output reachable set for an interval ab-
straction for a binary classification model. (a) For a given A, we classify an input as 1
(robust) if the output range for that input is always greater 0.5. Otherwise, the input is
classified as 0, i.e., not robust (b),(c).

In general, interval neural networks map inputs to intervals representing
an over-approximation of all possible outcomes that can be produced by any
shifted model My obtained under A. Given this property, if the output
reachable set is completely disjoint from the decision threshold 0.5, then one
can assert — in a sound and complete fashion — whether or not a given CFX
is robust (Fig.[10| (a,c)). On the other hand, if we run into a situation such as
the one depicted in Fig. [10| (b), one cannot assert robustness with certainty.
In this scenario, Jiang et al. [12] propose to classify the CFX as not robust,
which preserves the soundness of their result. Nonetheless, this might lead to
discarding a CFX even when the actual probability that after retraining, we
incur in plausible model changes for which the CFX is not robust is extremely
low. As we will show in §[6], this worst-case notion of robustness affects the
CFXs generated by [12], which may end up being unnecessarily expensive
(in terms of proximity) and having low plausibility. Additionally, computing
the exact output reachable set of an interval abstraction may be costly (e.g.,
MILP is known to be NP-hard). This is expected: Theorems [2| and [3[ show
that there is no polynomial time algorithm able to return an exact estimate
of the fraction of plausible changes for which the CFX is robust (hence a
fortiori deciding whether it is A-robust), unless P=NP. In the following, we
propose a novel certification approach that aims to alleviate this problem.

5.1. A Provable Probabilistic Approach

One possible idea to avoid exact reachable set computation to determine
the robustness of a CFX under PMC is to use naive interval propagation.
Given an input CFX, we propagate this input through the network, keeping
track of all the possible activation values that can be obtained under A until
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the output layer is reached. However, the non-linear and non-convex nature
of DNNs may result in a significant overestimation of the actual reachable set,
thus resulting in a spurious decision of non-robustness. In such cases, a CFX
may end up being labeled as non-robust even though the CFX is actually
robust. Additionally, even with exact methods, a CFX may be discarded
even though the fraction of plausible model changes in A for which the CFX
is not robust is negligible.

To avoid these problems, we propose an approximate certification ap-
proach based on Monte-Carlo sampling that draws sample realisations di-
rectly from A to obtain an underestimation of the space of possible classifi-
cations under PMC. The idea of using a sample-based approach stems from
the fact that the A set, representing all the plausible model changes, ab-
stracts an infinite number of models to test. As testing this infinite number
of models may be impossible in practice, efficient sampling-based solutions
hold great promise. In detail, given a CFX 2’ we can compute an underesti-
mation of the output reachable set under A by sampling n random realisa-
tions My, , ..., My, from A, and compute the output reachable set by taking,
respectively, the min; My, (2') and the max; My, (2') for i € {1,...,n}.

This approach is very effective and allows us to obtain an estimate of the
output reachable set without using an exact solver. Nonetheless, the number
n of realisation to sample in order to achieve a good reachable set estimation
remains unclear, as well as what kind of guarantees one could obtain from
this approach. To answer these questions, we leverage previous results on
the statistical prediction of tolerance limits [42]. Indeed, we observe that
for each realisation My, sampled from A, the resulting output of the DNN
My, (2") can be interpreted as an instantiation of a random variable X whose
tolerance interval we are trying to estimate. Following this observation, we
can derive a probabilistic bound on the correctness of the solution returned
from n samples, using the following lemma based on [42]:

Lemma 16. Fiz an integer n > 0 and an approrimation parameter R €
(0,1). Given a sample of n models My,, ... My, from the (continuous) set
of possible realisations A, the probability that for at least a fraction R of the
models in a further possibly infinite sequence of samples Mg), .. ./\/léiz from
A we have

min M () > min My, (z) (1)

(respectively max ./\/lg) () < max My, (z))

31



734

735

736

737

738

739

740

741

742

743

744

745

746

747

748

749

750

751

752

753

754

755

756

757

758

759

760

761

762

763

764

765

766

767

768

s given by « :n-féx”*1 dr=1— R"

Informally, Lemma allows us to derive the minimum number n of
realisations that it is enough to sample and check in order to guarantee
that with probability a at least a fraction R of the models in A satisfy
the robustness property. More precisely, from these n realisations, we can
obtain an underestimation of the reachable set of any realisation in A that
is guarantee to be correct with confidence « for at least a fraction R of a
possibly infinite further sample of realisations from A. In practice, if we set,
e.g. a=0.999 and R = 0.995, we can derive n as n = logp(1 — o) = 1378.
After having selected 1378 random realisations from A, if the lower bound of
the underestimated reachable set computed as min; My, (z') is greater than
0.5, then with probability o = 0.999, R is a lower bound on the fraction
of plausible model changes in A for which 2’ is robust. In other words,
Lemma [16 allows us to assert with a confidence « that 2’ is not A-robust for
at most a fraction (1 — R) = 0.05 of models from A.

5.2. The APAS Algorithm

Using the result of Lemma |16, we now present our approximation method
APAS to generate probabilistic robustness guarantees. The procedure, shown
in Algorithm [1, receives as input a model My, a CFX 2’ for which robust-
ness guarantees are sought, and the two confidence parameters «, R. The
algorithm then searches for the largest 0,,., such that, with probability «,
the CFX 2’ is robust for at least a fraction R of the set of plausible model
changes A = {S | d,(My, S(Myp)) < oz }-

The algorithm starts by computing the size n of a sample of realisations
that is sufficient to guarantee the condition in Lemma [16] (line [3)). APAS then
initializes a small d;,;; and checks if 2’ is at least robust to a small model
shift. To this end, it employs realisations(My,2’,d,n) which samples n
realisations, pertubating each model parameter by at most a factor § and
checks if for each of these realisation My, (2’) > 0.5, thus computing a ro-
bustness rate. If not all these realisations result in a robust outcome, thus
achieving a final rate not equal to 1, the algorithm discards the CFX x’ as
non-robust (lines 6-8). Otherwise, it combines an exponential search (lines
9-12) and a binary search (lines 13-24) to find dmax. At each step of this
search, the procedure checks whether for each of the n realisations from
A ={S|d,(Mp, S(My)) < dpmaz} the condition My, (z") > 0.5 is verified.
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Algorithm 1 Approximate Plausible A-Shift (APAS)

— = =
s

13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:

Input: Model My, set of PMC A, CFX 2/, «, R, dinit
Output: daz
n < logr(l — ) > number of samples
rate < realisations(My, ', dinit, n)
if rate # 1 then
return 0 > not robust for d;,;;
end if
0 < dinit
while rate = 1 do
0+ 20
rate < realisations(My,2’,d,n)
: end while

> we exit from the while because we have found at least one model in the
realisations with an output < 0.5, and we have [§/2, 0) to search for a dpqz-
Omaz < 0/2
while True do
if ‘(5 — (Smax’ < 5init then
return 6,,,,
end if
5new — (6max + 5)/2
rate < realisations(My, 2, dnew, )
if rate = 1 then
6maw <~ 5new
else
0 ¢ dnew
end if
end while

Proposition 17. Fiz §;,; > 0. Given a model My and a CFX x', let §* be
the (exact) maximum magnitude of model changes such that z' is robust with
respect to the set of PMC Ag« = {S | d,(My, S(My)) < 6*}. Then, with
probability o, APAS returns a dpax > 0% — init such that the CFX ' is robust

for at least a fraction R of the set of PMC As

Moreover, the computation

max *

of Omaz 1S polynomial.

Proof sketch. The . returned by the algorithm is obtained by iteratively
increasing 9, sampling n models from the corresponding As and verifying that
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My, (z) > 0.5 for each model My, sampled. By definition, §* is the actual
value we are trying to estimate. When the algorithm stops, with values d,,ax
and d such that 0 — dmax < dinie, we have that for n models in Ay the
CFX 2’ is robust and for at least one model in A the 2’ is not robust. Since
for each model in Ags, the CFX is robust, it must hold that § > ¢*, hence
Omax = 0" — Oinit.-

Once the exponential search ends, by exploiting Lemma (16| we can state
that with probability «, the CFX 2’ is robust for at least R of any infinite
further realisations from Ay . The time complexity of the algorithm cor-
responds to n - m forward propagations, with n being the sample size and
m = log ‘g’i"ﬁ being the number of iterations of the exponential search, which

is polynomial in the input size of the problem. ]

6. Experimental Analysis

Section ] laid the theoretical foundations of a novel sampling-based method
that allows the obtaining of provable probabilistic guarantees on the robust-
ness of CFXs. In this section, we evaluate our approach by considering five
experiments:

e In§ we show how to instantiate APAS in practice using a synthetic
example. Specifically, we first demonstrate the interplay of parameters
n, a, and R used to obtain a probabilistic guarantee. Then, using
the maximum §,,,, discovered by APAS ;| we precisely characterize the
subsets A of the set of PMC A for which the given CFX 2’ cannot
be proved to be robust. In our experiments at most a fraction (1 — R)
of As isin A, so complementing empirically our theoretical results.

max

e In § we compare our certification approach with the one proposed
in [I2]. In particular, we focus on the difference between the worst-
case guarantees offered by their approach and compare them with the
average-case guarantees of APAS in terms of maximum changes that can
be certified. These experiments confirm our intuition that worst-case
guarantees might be too conservative in practice, leading to a larger
number of CFXs being discarded.

e In §[6.3] we consider the problem of generating robust CFXs and com-
pare with two state-of-the-art approaches for robustness under PMC, [12]
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and [L1]. We show that our approach produces CFXs that are less ex-
pensive (in terms of ¢; distance from the original input) and more
plausible, without sacrificing robustness.

e In §[6.4] we perform an in-depth analysis of the impact that the two
main hyper-parameters of APAS , o and R, have on the quality of gener-
ated CFXs. We show that higher values of there parameters typically
lead to tighter estimates that result in improved robustness. These
results also align with existing literature on CFXs in revealing that
improved robustness appears to be correlated with higher plausibility
and cost.

e Finally, in § we analyse the scalability of APAS . We consider
tabular transformer architectures, such as TabNet [I7] and show that
APAS scales well even when employed in recent architectures employed
at the state of the art and containing hundreds of thousands of param-
eters, thus confirming the wide applicability of our method.

An implementation of APAS is integrated in the RobustX library [43]
available at https://github.com/RobustCounterfactualX/RobustX.git.
Additional material is available at https://github.com/1lmarza/APAS.

6.1. APAS in Action

This experiment is designed to demonstrate how the three main param-
eters of APAS , i.e., n,a, and R, can be used to obtain probabilistic robust-
ness guarantees. To this end, we focus on the synthetic example depicted in
Fig. [11] Weights for the original network My, as well as the input used for
testing robustness, are generated randomly.

[—1.14,-0.91]

[—0.99, —0.76] [0.69,0.93]

Figure 11: The interval neural network used for exact enumeration.

Considering a random input z = —2.57, we use APAS to estimate a
Omaz for which we seek the guarantee that for at least R = 90% of the
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Algorithm 2 FEzact CFX A-Robustness

1: Input: An INN N and a CFX 2’ and an maximum e-precision for the splitting
phase

2: Output: set of INNs for which 2’ is robust.
3: robust INNs « ()

4: non-robust_INNs <« ()

5: unknown < Push(N)

6: while (unknown # )) or (e-precision not reached) do
7: T < GetINNToVerify(unknown)

8: Rz « ComputeReachableSet(Z, z’)

9:  if lower(Rz) > 0.5 then

10: robust_INNs < Push([])

11: unknown < Pop(Z)

12:  else if upper(Rz) < 0.5 then

13: non-robust_INNs < Push(Z)

14: unknown < Pop(Z)

15:  else

16: 7', 7" < ChooselIntervalToSplit(Z)
17: unknown <— Push(Z',Z')

18:  end if

19: end while
20: return robust_INNs

plausible model changes induced by such d,,,, the CFX 2’ is robust. Following
Proposition , we set a confidence level a > 1—10710 (i.e., with certainty, in
practice), which yields n = 100k realisations. For this setting, APAS identifies
a Smaw = 0.115.

To validate this result, we define a procedure to exactly characterize,
following the intuitions of [44, [45], the models within Ay for which the
robustness property does not hold. The interval abstraction proposed by
[12] can be used to exactly compute the portion of the model changes from
A for which a CFX 2’ is not robust. In fact, it is possible to build an interval
neural network using the 0,,,, value identified by APAS | setting each weight
w; in 0 to [w; — dmaz, Wi + Omaz]. Then, recursively splitting each interval
weight of the network in half allows to identify portions of A that are not
robust. Employing the following strategy (reported in Algorithm [2)), after
s = 7 splits, we obtain that for ~ 92% of sub-interval networks, the CFX is
robust. The remaining 8% produced an unknown answer (i.e., the situation
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Table 2: Comparison on the robustness of CFXs using five state-of-the-art methods and
APAS proposed in this work.

Diabetes no2 SBA Credit
VM1 VM2 (  lof VM1 VM2 (¢ lof VM1 VM2 (¢  lof VM1 VM2 {; lof
0=0.11 0, =0.27 0 =10.02 6, =0.07 6=0.116=0.25 0=0.05 0, =1.28

Wacht-R ~ 100% 100% 0.122 1.00 100% 100% 0.084 1.00 92% 92% 0.023 -0.78 - - - -

Proto-R  100% 96% 0.104 1.00 100% 100% 0.069 1.00 90% 88% 0.011 -0.02 32% 30% 0.300 -1.00
MILP-R  100% 100% 0.212 -0.48  100% 100% 0.059 1.00  100% 100% 0.018 -0.88  100% 100% 0.031 1.00
ROAR 82% 14% 0.078 0.95 88% 34% 0.074 1.00 82% 78% 0.031 -0.80 62% 60% 0.047 1.00
APAS 100% 100% 0.072 1.00 100% 100% 0.042 1.00  100% 100% 0.009 0.44 100% 94% 0.028 1.00

depicted in Fig. (b)) that would require further splits, corresponding to
only ten nodes to explore in the next iteration. In the worst case, even
considering all the remaining ten nodes left to explore as non-robust, we
would have a maximum percentage of non-robustness still lower than the
desired upper bound (1—R) = 10%, confirming that the guarantees produced
by APAS indeed hold in practice.

6.2. Worst-case vs Average-case Guarantees

This set of experiments aims to compare the probabilistic guarantees
offered by APAS with the worst-case guarantees offered by [12]. What we
aim to show here is that adopting an average-case certification perspective
may be more practical in some circumstances, as worst-case guarantees may
be unnecessarily conservative. Our approach aims to obtain a d,,4, for which
the CFX is robust with confidence « for at least a fraction R of model changes
in A. This is in stark contrast with the worst-case reasoning of [12], where
even a single realisation of A for which the CFX is not robust results in the
corresponding § being discarded.

To show why such strict guarantees may not be needed, we use an anal-
ogous experimental setup and the training process of [12], which considers
four datasets: Diabetes (continuous) [46], Credit (heterogeneous) [37], no2
(continuous) [47] and Small Business Administration (SBA) (continuous fea-
tures) [48]. In detail, for the training procedure of the classifier, we randomly
shuffle each dataset and split it into two halves, denoted D; and D,. First, we
use D, to train a base neural network; then we use both D; and D, to train
a shifted model. We then generate 50 robust CFXs for the base network
using the MILP-R and the same 0 values as in [I2] for a fair comparison.
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Algorithm 3 Provable Plausible A-Shift

Input: Model My, CFX 2/, o, R
Output: ez

rate < MILP(My, 2, dinit)
if rate # 1 then
return 0 > no robustness

end if
0 < Oinit
while rate = 1 do
6+ 20
rate < MILP(My, 2, )
: end while
: Omaz < 0/2
: while True do
if ‘5 — 5max| < 5'mit then
return 6,
end if
5new < (5maw + 5)/2
rate < MILP(My, 2, dpew)
if rate = 1 then
6maz < 5new
else
0+ (5new
24: end if
25: end while

I N I N N R e T e T e S S O S S S
R el S B R AR ol ol > ol =

Specifically, we use 6 = 0.11 for Diabetes, 6 = 0.02 for no2, 6 = 0.11 for SBA
and 0 = 0.05 for Credit. Subsequently, we evaluate the resulting CFXs by
looking at two metrics: (i) VM1, the percentage of CFXs that are valid on
the base neural network and (73) VM2, the percentage of CFXs that remain
valid for the shifted neural network trained using both D; and D,. Table
reports the results we obtained for this experiment.

As previously observed by Jiang et al. [I2], the training procedure used to
generate shifted models may result in changes that exceed the § used to gen-
erate provably robust CFXs. Indeed, after inspecting the networks obtained,
we noted that the maximum empirical difference observed after retraining
(denoted as d.) is well above the ¢ values used during CFX generation. In
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Diabetes Credit SBA no2
Dataset

Figure 12: Average robust ¢ obtained using MILP-based certification and APAS .

particular, we recorded 0, = 0.27 for Diabetes, 6. = 0.07 for no2, 6 = 0.25
for SBA and §. = 1.28 for Credit. Given the magnitude of these changes,
the robustness of the CFXs generated by MILP-R cannot be guaranteed in
practice. However, the results show a rather intriguing picture: the VM2
metric appears to be unaffected by retraining, and all CFXs remain valid on
the respective final models.

These results suggest that certification approaches based on worst-case
reasoning may be too strict in practical scenarios. To further understand the
implications of worst-case vs average-case reasoning, we adapted Algorithm
to use the certification procedure of Jiang et al., i.e., a MILP solver instead
of a sampled-based approach, and compute the maximum provable 6* for
which the previously generated CFXs are robust (Algorithm .

Fig. shows a comparison between the average maximum provable ¢
obtained by this procedure and APAS . As we can observe, our average-case
guarantees allow to obtain ¢ values that are much higher, exceeding the
MILP-certified in all instances. This is expected, given the results discussed
in Proposition [I7] However, what remains unclear is how these differences
may affect the cost and plausibility of CFXs when certification procedures
are embedded in procedures to generate CFXs.

6.3. Generating Robust CFXs using APAS

The results discussed in the previous section have important implications
on algorithms for the generation of robust CFXs. Recent works, e.g. [32, [12]
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Algorithm 4 Generation of Robust CFXs

1: Input: Model M, input x such that M (z) = ¢, set of plausible model changes
A, maximum iteration number 7
Output: A-robust CFX a2/

t<« 0 > iteration number
while t <7 do
2’ + ComputeCFX(x, M)
rate < APAS (M, 2/, A)
if rate = 1 then
return z’ > 2’ is approx. A-robust
else
increase allowed distance of next CFX
increase iteration number ¢
12:  end if
13: end while
14: return no robust CFX can be found

—
= O

15], have proposed iterative procedures that generate provably robust CFXs
by alternating two phases. First, a CFX is generated solving (variations
of) Definition ; then, a robustness certification procedure is invoked on
the CFX. If the CFX is robust, then it is returned to the user; otherwise,
the search continues, allowing for CFXs of increasing distance to be found.
Clearly, the certification step has the potential to affect the CFXs computed
in several ways. A robustness test that is too conservative may discard
potentially good explanations and keep relaxing the distance constraint until
the CFX is deemed robust. Ultimately, this may result in CFXs that exhibit
poor proximity and plausibility.

To test this hypothesis, we adapt the CFX generation algorithm of [12]
and replace their A-robustness test with the one performed by APAS . The
complete procedure is shown in Algorithm [d In detail, after some initial-
ization steps, we compute the first CFX using ComputeCFX(xz, M) (line 5),
which employs the solution proposed in [I2] and presented above. Given a
CFX 2/ and a plausible model shift A, at line 6, we employ APAS setting
a = 0.999 and R = 0.995, thus obtaining 1378 realisations to perform in
the robustness test. If the CFX 2/ returned by our approximation results
robust for all these realisations, then we return it to the user. Otherwise, we
increased the allowed distance for the next CFX generation and the iteration
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number ¢ (lines 10-11).

We then compare the resulting procedure with the four generation algo-
rithm studied in [I2]: Wacht-R, Proto-R, MILP-R, and finally, ROAR [I1].
Notably, ROAR is specifically designed to generate robust CFXs under plau-
sible model changes using average-case certification. Using the same datasets
and training procedures of § [6.2] we generate 50 CFXs for each dataset. We
evaluate CFXs based on their proximity, measured by the ¢; distance, and
plausibility, measured by the local outlier factor (lof) which determines if
an instance is within the data manifold by quantifying the local data den-
sity [49] (41 for inliers, —1 otherwise). We average ¢; and lof over the
generated CFXs. We also report VM1 and VM2 for completeness. The
results obtained, which we report in Table [2| confirm our hypothesis. In-
deed, APAS produces the best results across all datasets, always generating
CFXs with high plausibility and better proximity. Notably, APAS outper-
forms ROAR as well, producing CFXs that retain a higher degree of validity
after retraining.

6.4. Impact of hyper-parameters on validity, plausibility and cost

The previous set of experiments demonstrated that APAS is able to out-
perform existing approaches and generate CFXs that are robust, but also
plausible and less expensive than other robust approaches. What remains
unclear is the role that the main hyper-parameters of our algorithm, a and
R, might play in obtaining these results. We therefore conducted additional
experiments to evaluate the interplay between the tightness of the probabilis-
tic guarantees offered by APAS and the quality of resulting explanations. In
particular, focusing on the same datasets used in previous experiments, we
started by checking the influence that o and R have on the validity of CFXs
after retraining. We generated 50 CFXs for each dataset using an instantia-
tion of Algorithm [4] that uses MILP encodings to generate candidate CFXs
as done in [12]. Figures report the results obtained for the Diabetes
and SBA datasets. Additional results for the two remaining datasets are
reported in the appendix for this first set of experiments.

Our intuition is that lower values for a« and R should result in coarser
robustness guarantees (i.e., larger ¢ values) and, thus, lower validity rates.
As we can observe, our intuition is confirmed across all datasets, further
clarifying the nature of the probabilistic guarantees that APAS can offer.
Next, we investigate the impact that a and R have on the plausibility and
cost of CFXs generated by APAS . As per our previous experiments, we
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Figure 14: Mean certifiable § obtained for increasing «, R values using the Diabetes
dataset.

measure plausibility using the LOF score, and we use /g, /1 and ¢, norms to
measure the proximity of CFXs. For conciseness, we only report results for
the Diabetes dataset in Figure[I7]below and delegate additional results to the
appendix. To improve the readability of our results, we decided to separate
CFXs that achieved 100% validity after retraining for the rest. Overall we
can observe a clear trend, whereby increasing «, R results in CFXs that are
further away from the decision boundary and thus more plausible. These
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6.5. Scalability analysis of APAS
In this section we demonstrate that APAS is able to scale to state-of-

the-art architectures used for tabular data, thus providing further empirical
evidence of the practical viability of our approach. More specifically, we

43

results are in line with observations made in other works on robustness to
model changes, where it has been suggested that increasing cost improves
the robustness and plausibility of CFXs [11, 29, [10].
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focus on TabNet [17], a tabular transformer recently introduced that lever-
ages sparse attention and sequential feature selection to learn interpretable
feature representations. At its core, TabNet processes data in a series of de-
cision steps, with each step using a learned attention mask to select a subset
of features, which allows the model to focus on the most relevant attributes
at each stage. This sparse attention mechanism makes TabNet computation-
ally efficient and helps to improve interpretability in tabular datasets. From
our perspective, this architecture is interesting as it comprises an attention
mechanism, with encoder-decoder components typical of other recent trans-
former architectures and a consequent significant number of parameters to
test the scalability of APAS . To the best of our knowledge, this is the first
time that CFXs with robustness guarantees are generated for such a complex
architecture with tens of thousands of parameters.

Before considering the robustness property, we analyse the accuracy in
the training and testing phases of TabNet. To this end, we employ a su-
pervised training approach, splitting the datasets employed in the previous
evaluation, namely Diabetes, No2, SBA and Credit, into training and testing
datasets, and we first compare the accuracy obtained using this architecture
with standard MLPs employed in §[6.2] To ensure statistical significance of
our results, we consider, for each dataset tested, the mean of the accuracies
obtained using ten random initializations of the transformer architecture.As
highlighted in the first two columns of Tab. 8] with TabNet, we have an
increased number of parameters in the model but similar or even higher ac-
curacy with respect to the classical MLP, confirming the potential of this
novel architecture in selecting important features to get more precise final
accuracy in the prediction.

As our results show a similar level of accuracy between MLP and TabNet,
we move on to how to generate robust CFXs for this transformer architecture.
Given the significantly higher number of parameters in TabNet, we replace
the MILP-based procedure used in Section 6.3 Algorithm [4] with a Nearest
Neighbors Counterfactual Explainer (NNCFX) [40] to ensure scalability of
our generation procedure. More specifically, line 5 in Algorithm 4| (reported
in the appendix) now implements the following strategy. Given an input x for
which a robust CFX is sought, we identify the nearest data point belonging
to the dataset for which TabNet produces a different classification outcome.
Our implementation uses k-d trees to improve the efficiency of this nearest-
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Table 3: Scalability experiments of APAS .

Diabetes
# Parameters Mean Accuracy Mean §,,,, Mean Comp. Time
MLP 81 79% 0.32 0.01s
TabNet 30992 82% 0.48 5.21s
no2

# Parameters Mean Accuracy Mean d,,,, Mean Comp. Time

MLP 145 64% 0.11 0.008s
TabNet 30676 68% 0.35 9.2s
SBA
# Parameters Mean Accuracy Mean §,,,, Mean Comp. Time
MLP 199 99% 0.53 0.02s
TabNet 30992 100% 0.16 10.3s
Credit
# Parameters Mean Accuracy Mean 6,,,, Mean Comp. Time
MLP 371 74% 0.34 0.01s
TabNet 40946 74% 1.8 11.3s

neighbor search[/]

For the following experiments, we consider the same datasets used in Sec-
tion |6.3| and the same 50 original inputs employed in those experiments. The
last two columns of Table |3 report the results we obtained when generating
CFX with robustness guarantees for TabNet. As we can observe, APAS is still
able to compute robust CFXs within tens of seconds, even when employed
in transformer-based architecture with ~ 400z times parameters, showing
a linear growth time computation. Similar runtimes are observed across all
four datasets, thus confirming the high scalability of our approach. To fur-
ther confirm this aspect, we ran an in-depth scalability study by training a

5We perform a further experiment reported in the to understand the
difference between the two CFX-generation approaches, namely MILP and NNCFX.
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Figure 18: Mean computation time of APAS applied to TabNet architectures with increas-
ing number of parameters.

set of 4 TabNet models with an increasing number of parameters. Using the
diabetes dataset, we trained models containing [30834, 40946, 62578, 126066]
respectively and generated 50 robust CFXs for each. We stored the runtimes
for each robust CFX and report the mean computation time for each model
in Figure[I8 As we can observe, the runtime increase follows a linear trend,
thus highlighting the effectiveness and applicability of our proposed solution
even when targetting complex architectures.

7. Conclusions

We studied the problem of generating robust CFXs with respect to plausi-
ble model changes. We proved for the first time that certifying the robustness
of CFX with respect to this notion of robustness is an NP-hard problem, and
also extended this result to show that the same complexity results apply to
naturally-occurring model changes. These results motivate the quest for new
scalable algorithms to certify robustness under plausible model changes. To
this end, we investigated existing methods to generate robust CFXs with
probabilistic guarantees and showed that these approaches may not be di-
rectly applicable to our setting. We then introduced APAS , a novel scalable
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approach for probabilistic robustness certification, and used it to generate
robust CFXs under plausible model changes. We carried out an extensive
experimental analysis, demonstrating the advantages of APAS and outper-
forming SOTA methods on a range of metrics, including validity, plausibility,
and cost. Crucially, we also applied our method to certify CFXs’ robustness
for tabular transformers containing thousands of parameters. To the best
of our knowledge, we are the first to consider models of this size within the
robust CFX literature [10], further demonstrating the scalability and wide
applicability of our approach. We see these outcomes as important contribu-
tions towards complementing existing formal approaches for Explainable Al
and making them applicable in practice.
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Appendix B. Comparison of two CFXs generation approaches of
8§ experiments.

As stated in § in the main paper, given the significantly higher num-
ber of parameters in TabNet, we replace the MILP-based procedure used in
Section Algorithm [] with a Nearest Neighbors Counterfactual Explainer
(NNCFX) [40] to ensure scalability of our generation procedure. More specif-
ically, line 5 in Algorithm {4 now implements the following strategy:.

Algorithm 5 Nearest Neighbors Counterfactual Explanation

1: Input: Dataset d, a k-d tree built from dataset features, x set of original
inputs, y set of original outcomes
2: Output: x’ set of nearest counterfactual explanation.

3 x’ <+ )
4: for i in len(x) do
5. x < x[i] > original input
6: y <yl > original output
7. Y «—1—y > desired outcome
8  idx,distance < k-d tree.query(z,len(features)) > already sorted per
distance
9: if d[idz]['outcome’] ==y then
10: x’ < d[idx]
11:  else
12: x’ <~ None
13:  end if
14: end for

15: return x’

This function iteratively searches for a neighboring data point with the
opposite outcome by evaluating distances between features and selecting the
nearest as possible. Clearly, this approach and the one of [I2] can produce
different explanations. We perform a further experiment to understand the
difference between the two CFX-generation approaches. Hence, we consider
the same datasets used in Section and the same 50 original inputs em-
ployed in those experiments. In the NNCFX approach, once a valid coun-
terfactual is found, the mean feature-wise distance between the identified
counterfactual and the MILP-generated counterfactual is calculated. This
distance serves as a measure of similarity between the counterfactuals identi-
fied by the TabNet-based approach and those obtained via MILP in an MLP
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setting. Our results are reported in Fig. On the x-axis, we report the
index of CFX, while on the y-axis, the mean and standard deviation distance
between our CFX and the one generated with MILP in each dataset.
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Figure B.25: Mean and standard deviation distance between CFXs generated with NNCFX
and MILP in Diabetes, Credit, SBA, no2 datasets.

As we can notice, since the values in the datasets are typically normalized
in a range [0, 1], the CFXs generated with the two approaches are consistently
close. In fact, there is a mean feature distance between the CFX generated
with NNCFX and MILP of ~ 0.12 for the 50 inputs selected. This result
shows the correctness and efficiency of the NNCFX generation approach in
the transformers-based setting.
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